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About this document

The purpose of this document is to inform the forthcoming Foresight Review into the
Safe Adoption of Al in Engineered Systems by:

+ exploring key themes related to Al adoption that have relevance for the future safe
adoption of Al in engineered systems; and

+ identifying useful areas for future investigation.

Al development and deployment is a fast-moving, complex field of practice that is
influenced by technological breakthroughs, a competitive global marketplace, and
conflicting international regulatory standards. Additionally, perspectives on the likely
success of future developments in the field are still emergent and wide ranging.

This literature review surveys a significant body of relevant material across the fields of
critical infrastructure, worker safety, and environmental safety to provide a clear starting
point and evidence base for further foresight activities.

Methodology

This paper summarises findings from a literature review on the safe adoption of Al in
engineered contexts. The majority of resources were searched during November 2025,
with additional research taking place during December 2025 and January 2026. In
recognition of the fast-moving and constantly changing evidence base, the literature
search was time-boxed, taking 20 days in total. Literature was retrieved through a range
of methodologies and the focus territories were India, the EU, China, the US, Kenya, and
the UK.

The foundational themes for this literature review are infrastructure resilience,
environmental safety, and worker safety. 333 sources were analysed, including established
and peer-reviewed academic literature plus “grey” material such as news and media
reporting and analysis, think tank reports, social media posts and newsletters, and pre-
print research.
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Glossary
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Algorithmic Bias:

Al System:

Artificial
Intelligence (Al):

Assurance
Frameworks:

Autonomous
Vehicles (AVs):

Critical
Infrastructure:

Generative Al:

Systematic errors or prejudices embedded in Al systems
that result in unfair or discriminatory outcomes, particularly
affecting marginalized populations and vulnerable groups.

A machine-based system designed to operate with varying
levels of autonomy that generates outputs such as predictions,
recommendations, decisions, or content. An Al system typically
comprises data, algorithms or models, and computational
infrastructure working together to perform tasks with varying
degrees of autonomy.

Artificial intelligence is a broad, multi-disciplinary field of
computer science that makes possible a number of advanced
computing functions. These computer functions include
analysing and processing data, using rules to organise and
output information, and organising and completing tasks.
Artificial intelligence systems also “learn” as they undertake
these tasks, and so can make progress without requiring
human intervention.

Structured methodologies and standards designed to
validate and verify that Al systems meet safety, security,
and performance requirements.

Vehicles equipped with Al systems capable of perceiving
their environment and making navigation decisions without
human control.

Physical and digital systems essential to national security and
public welfare, such as power grids, transportation networks,
and water systems.

Al systems capable of creating new content, including
text, images, and code, based on learned patterns from
training data.
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General Purpose Al
(GPAI):

Hallucinations:

Large Language
Models (LLMs):

Model Collapse:
Retrieval-

Augmented
Generation (RAG):

An artificial intelligence system designed to perform a wide
range of tasks across multiple domains, rather than being built
for a single, narrowly defined function. The term has gained
particular prominence in regulatory contexts, notably the EU Al
Act, where it refers to Al models trained on broad data at scale
(such as large language models) that can serve as a foundation
for many downstream applications.

Instances where Al language models generate false information,
incorrect references, or fabricated content presented
as factual.

Advanced Al systems trained on massive amounts of text data
to understand and generate human language.

The effect of training an Al model on the data it has generated,
leading to decreasing performance over time.

The process of refining a large language model with additional
information, taken from outside of its training sources.
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Executive Summary

The safe adoption of general purpose Al in engineered systems is not a given. A highly
competitive Al market that prioritises speed to market over rigorous testing, low levels

of international regulatory alignment, and the tendency of large language model training
methods to “guess” and “fake alignment” (Kalai et al. 2025, Greenblatt et al. 2024) are just
some of the factors reshaping expectations around safety. As the promises and penalties
of adopting frontier Al become apparent, the ability for industry leaders and policymakers
to take informed decisions about technology adoption has never been more pressing.

This review takes a sociotechnical approach and our contention is that the safe adoption
of Al depends not just on the safe deployment of a given tool or system but on its

safe creation and ongoing use. As such, the material reviewed includes reports of
emergent social impacts, technical analyses, and assessments of Al's impacts across

the supply chain, focussing particularly on worker safety and environmental safety.

The review surfaces multiple paradoxical outcomes created by the use of Al in complex
environments and examines the disconnect between practical and applied advances in
safety with the new risks and harms created by emerging and general purpose Al systems.

Overall, the literature shows that the Al safety paradox is already embedded as the “new
normal” of modern technology development, anchored in place by the rapid adoption of
advanced and general purpose Al, geopolitical turbulence and extraordinarily high levels
of financial investment. In addition, the risk landscape is constantly evolving: through the
period of this research, new risks and impacts related to the adoption of advanced and
general purpose Al emerged on an almost day-to-day basis, shifting at a significantly
different pace to existing standards and regulatory frameworks.

As such, practical interventions are required to ensure the further adoption of Al in
engineered contexts is accompanied by meaningful risk assessments and useful due
diligence; meanwhile, it also seems probable that alternative models of Al development
are required to shift the balance in favour of a “safety-by-design” culture of innovation.
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In particular this literature review finds that:

+ The pressure to rapidly deploy emergent and untested technologies can displace
both governance and assurance.

+ The personal, social, and environmental impacts of Al development and deployment
are disproportionately borne by those with the least power to shape its trajectory,
including workers in Low and Middle-Income Countries, communities in climate-
vulnerable regions, and populations subject to biased automated decision-
making. These localised negative outcomes have an impact on social license for Al
deployment, and may become more prevalent over time. Meaningful governance
should take account of this power imbalance.

+ The opacity of Al supply chains is a structural barrier to safety, and more
transparency is required to enable the adoption of safer end-to-end systems.

+ A sociotechnical view of the Al supply chain is required, including social and material
components (human labour and natural resources) as well as technical aspects
(data, model development, and compute). Additionally, the durational, post-
deployment impacts of Al systems should be effectively monitored to understand
and mitigate their overall impacts.

Overall, the findings of this review point to the fact that safe adoption of Al in engineered
contexts requires better “end-to-end” models of assurance across the Al supply chain,
supported by effective governance models that balance the competing interests of Al
producers with those who are most affected by their outputs.

In the context of global regulatory misalignment and rapid technology adoption, these
measures may seem ambitious; however, Al adoption across engineered systems is
subject to significantly higher levels of scrutiny and assurance than either consumer
or general-purpose enterprise technologies and is likely to afford the opportunity for
alternative models of development and assurance to flourish.
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Introduction

This grey literature review examines the safety implications of Al deployment across
critical infrastructure, worker safety, and environmental sustainability. The sources
examined take a broad view across the Al life cycle, reflecting a sociotechnical approach
to the Al supply chain, and considering the established and emerging uses and impacts of
Al systems.

In this review, “general purpose Al” (GPAI) refers to Al systems that are not designed for a
single task or domain but are capable of performing a wide range of distinct tasks across
multiple applications. Large language models and foundation models are among the
most prominent examples of general purpose Al, in contrast to narrow or task-specific Al
systems built for defined purposes such as fault detection or fraud monitoring.

Shifting Contexts

The technologies surveyed in this review are at the nexus of several dimensions of
change: at the time of writing, evolving technological capabilities, a volatile market, and
geopolitical tensions are all shaping the near-future of Al adoption, leading to short-
term outputs such as fluctuating hardware costs and rapidly changing regulatory
factors. This review assumes that Al labs and leading firms will continue to develop and
deploy general purpose Al systems over the coming years, and that general-purpose
technologies will more frequently play some role in single-purpose systems. While the
affordances of these systems may change over time, this review assumes that GPAI will
continue to:

» be data-intensive;

+ use natural materials to create hardware and natural resources to power storage,
training and inference;

* be susceptible to hallucinations;

+ and be adaptive in its outputs.

It is also worth noting that, in the field of Al, the concept of “safety” is disputed and
evolving. As the UK Al Security Institute noted in 2023:

since our understanding of Al safety is nascent, it is not yet possible to
build full safety cases that scale to risks posed by models significantly more
advanced than those of today
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and there are ongoing disagreements as to whether the term “safety” relates to current
societal harms or to future existential risks, with some critics venturing that the “safe” use
and adoption of current forms of Al is not possible.

Rather than redefining the field of safety, this literature review examines the concept
across three domains with a view to identifying emergent and future trends.

Factors relating to these three areas — critical infrastructure, worker safety, and
environmental safety — may arise individually or in combination at any given time.

The Al Safety Paradox

Across all areas of enquiry, the literature shows that the adoption of Al creates
paradoxical outputs in which measurable safety improvements are often accompanied
by new harms. These new harms may be disaggregated in appearance, perhaps taking
the form of errors that are difficult to replicate or discern, or occur longitudinally as
negative social impacts that roll out over time across a community. In some contexts,
outcomes such as decreasing mental health outcomes for workers or increased miles
travelled in autonomous vehicles may take much longer to materialise and be more
difficult to quantify than any short-term safety gain caused by the use of predictive
analytics or increased monitoring; in these cases traditional risk-management methods
and approaches to cost—benefit analysis may not be appropriate to balance and
compare outcomes. Moreover, the beneficiaries of Al adoption may not be the same
people as those who are harmed: for instance, the data centres that power technologies
that increase productivity in a workplace may also contribute to a shortage of potable
water for a local community; the safety advantages of computer vision in a physically
hazardous working environment may only be possible because low-paid and exploited
workers in another location have labelled the underlying data sets. The balance of power
that decides which of these outcomes is more important than others sits beyond
traditional safety and assurance frameworks; however, addressing this disconnect and
understanding the full range of impacts created by a technology or system is an essential
aspect of safe deployment.
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A Sociotechnical View of the Al Supply Chain
The opacity of the Al supply chain is a recurring theme across the literature.

A sociotechnical approach to Al safety requires transparency to be understood not only
as a property of individual Al systems, but as a characteristic across the full Al supply
chain. As such, a full end-to-end view of provenance and accountability is important; in
addition to data and model explainability, human factors such as labour transparency
and clarity on the use of natural resources and environmental costs should also be
understood as components of the safe creation and operation of Al systems.

Taking a sociotechnical view recognises how each of these upstream processes
shapes the safety, reliability, and fairness of downstream systems, and that technical
explainability at the point of use cannot compensate for structural opacity at earlier
stages of the lifecycle.

LABOUR

COMPUTING
HARDWARE INFRASTRUCTURE DATA MODELS

OUTPUTS AND
DEPLOYMENTS

FINANCE AND INVESTMENT

SOCIAL LICENSE

NATURAL RESOURCES

Figure 1 — A Sociotechnical View of the Al Supply Chain
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Critical Infrastructure

Al systems are widely deployed across a range of critical infrastructure for a range of safety-
related tasks such as fault detection, predictive maintenance, and resilience engineering;
the introduction of advanced and general purpose Al into these systems creates a range

of new safety risks that call for advanced forms of monitoring and assurance. However, the
use of GPAI in critical infrastructure also brings into question whether reliable assurance is
possible when reproducibility and transparency are low, hallucinations and “ersatz fluency”
are established characteristics (Sood et al. 2025; Bender et al. 2021), and some models are
capable of faking alignment in order to “pass” tests.

Worker Safety

The benefits of Al-driven automation are distributed unequally across the workforce.
While human-robot collaboration can reduce physical risk in hazardous industries, it also
introduces new workplace harms and can affect human dignity. Studies across China,
the United States, and Germany document correlations between robot exposure and
increased depression, substance abuse, and workforce disengagement. Meanwhile, the
global infrastructure of data labelling and content moderation that underpins Al
development relies on a largely invisible workforce operating under conditions that
frequently violate international labour standards.

Environmental Safety

The environmental impacts of Al are substantial, unevenly distributed, and insufficiently
measured. They span the full Al supply chain, from mineral extraction that destroys
habitats to the disposal of electronic waste, and their burdens fall disproportionately
on the people and habits of Low and Middle-Income Countries and on marginalised
communities, while the lack of industry transparency on energy and water consumption
means that neither policymakers nor affected communities have the information
necessary to make informed decisions. Although alternative approaches — including
sustainable Al frameworks, Frugal computing, and climate-positive applications — are
under development, these remain marginal relative to the scale and pace of commercial
expansion. Growing community opposition to data centres in the United States and
Europe, alongside legal challenges in countries including Chile and Spain, indicates that
the social licence for unchecked Al infrastructure expansion is narrowing.
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Navigating Safety Trade-Offs

In aggregate, assessing the overall benefits of applied Al systems requires weighing up
a range of trade offs that play out on a range of different scales. As the 2026 World
Economic Forum (WEF) Global Risk Report points out:

Access to Al infrastructure as well as to electricity, internet access and data storage
will amplify economic power shifts between countries over the next decade as Al's
productivity benefits bypass some populations entirely — albeit protecting them from
some of the risks.

Good Al governance requires more than transparency and access to high-quality
information; it also requires clear decision-making and high-quality accountability.
However, establishing and maintaining equitable governance in a contested global

field of development is perhaps more difficult than pursuing significant technological
breakthroughs. As such, in parallel to better transparency and improved assurance and
governance processes, the future safe adoption of Al in engineered systems also depends
upon new technical approaches to unlocking frontier capabilities that do not reproduce
the flaws of current approaches to general purpose Al.
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1. Critical Infrastructure

A substantial body of literature addresses Al safety within critical-infrastructure
systems including transport, financial services, critical manufacturing, and the
energy, nuclear and water sectors. These systems are characterised by high
interconnectedness and cascading failure risks, with risks and impacts having the
potential to cause wide-ranging societal, economic, and environmental effects in
addition to site-specific outcomes. This section explores themes in the literature
relating to the efficacy of Al in selected areas of critical infrastructure.

Al systems are used in critical infrastructure systems for a range of purposes including
fault detection, predictive maintenance, supply-chain optimisation, infrastructure

safety, and resilience engineering; however, these systems can also introduce new failure
modes (European Commission, Directorate-General for Migration and Home Affairs

(DG HOME) 2025; Sarp et al. 2024; Tamascelli et al. 2024) and — as discussed throughout
this literature review — also create a range of both upstream and downstream impacts
that are often not visible to technically focussed assurance methodologies. Current
approaches to assurance and risk assessment include both probabilistic and non-
probabilistic models (Liu 2023; Gutfraind and Bier 2025; Kierans, Aidan; Rittichier, Kaley;
Sonsayar, Utku; Ghosh, Avijit 2025; Wisakanto et al. 2025) and there is an established

and growing body of applied practices and frameworks available to both developers and
purchasing organisations (see, for instance, NIST 2021; York 2025). However, the literature
shows that increasing use of advanced and general purpose Al technologies in critical-
infrastructure systems is likely to increase the complexity and range of the risk landscape
in ways that exceed the current capacities of assurance methods.
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1.1 Some generic risks associated with advanced and
general purpose Al technologies

a) The use of biased and faulty data sets
As mathematician David Spiegelhater says,

[W]hen we want to use data to draw broader conclusions about what is going
on around us, then the quality of the data becomes paramount, and we need
to be alert to the kind of systematic biases that can jeopardize the reliability

of any claims. (Spiegelhater 2019)

The use of large language models (LLMs), foundation models, and transformers that
scrape content from the World Wide Web in the development of advanced and general
purpose Al means that there is often little or no audit trail regarding the underlying
contents or quality of data, particularly for more bespoke and tailored applications
that are built “on top” of these systems. Birhane and McGann (2024) venture that the
concept of “"data completeness” in LLMs is fallacious, based on the assumption “that
all of the essential characteristics can be represented in the datasets that are used to
initialise and ‘train’ the model in question”. Detailed audits of the underlying data set
used in one market-leading LLM shows that sources are uneven and unrepresentative
in scope (Kerche et al. 2026), and it is now well-established that available training data
is disproportionately based on freely available English-language sources (Perez 2025;
Knowledge 2022; Hao 2025). This means that critical systems can be dependent upon
“faulty or biased” data sets, which undermine the foundational capabilities of the systems
(Centre for Data Ethics and Innovation 2020).

b) Al-generated errors

Hallucinations, defined by IBM as “LLM... outputs that are nonsensical or altogether
inaccurate”, can create fabricated, inaccurate, or misleading information. Systems that
are developed with or on top of advanced and general purpose Al systems are likely to
have hallucinatory or confabulatory qualities and researchers at OpenAl have established
that hallucinations are a feature of LLM development (Kalai et al. 2025). Errors due to
hallucinations may be introduced at many different parts of the Al supply chain and

their impacts may not only affect the operation of a system, but the quality of related
information pertaining to a system’s use and application, or wider public trust and
understanding (World Economic Forum 2024a).
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In the foundational paper “On the Dangers of Stochastic Parrots: Can Language Models Be Too
Big?”, Bender et al. (2021) describe LLMs as having “ersatz fluency”, creating text outputs that
seem plausible but lack understanding. Workers may come into contact with hallucinations
through a variety of routes, including simple search queries to verify or discover information
or by using Al assistants to summarise material, create drafts documents, or generate

code. Al-generated code may be integral to the underlying functionality and maintenance

of advanced and general purpose Al systems or related applications, while Al-generated
information may influence how a user operates or interacts with a system.

At the time of writing, the capabilities of commercially available tools for code generation have
seen significant improvements, and the impacts of this for quality control and professional
development are still playing out. Technologist Simon Willison emphasises that the most
significant risk from LLM-generated code is likely to come from subtle bugs that are not visible
to compilers, stressing that developers must continue to actively test and manually verify all
code rather than trusting its appearance (Willison 2025).

Sood et al. argue that hallucinations — which manifest as false positives, false negatives,

and erroneous threat interpretations — pose severe risks in critical systems and create new
vulnerabilities to cyber attacks by causing alert fatigue, missed threats, wasted resources, and
erosion of trust in automated security systems (Sood et al. 2025). While mitigation strategies
for hallucinations do exist, including the integration of external knowledge systems like
Retrieval-Augmented Generation (RAG) and human oversight, the “model collapse” hypothesis
— which explains how LLMs models will collapse when trained recursively on Al-generated
data (Shumailov et al. 2024) — points to another risk of over-reliance on LLMs; just as text
hallucinations may not be immediately discernible, errors caused by model collapse may be
plausible and undetectable in applications of generative Al or in the deployment of complex
legacy systems.

Use of Al-enabled systems for information retrieval in the workplace is another emergent risk,
with both the World Economic Forum and the UK Al Security Agency pointing to escalating levels
of misinformation as a critical societal risk (Al Security Institute 2025; World Economic Forum
2024b). Research by the Tow Center for Journalism points to the fact that Al chatbots routinely
return incorrect search results with a “high degree of confidence” which “presents users with a
potentially dangerous illusion of reliability and accuracy” (Jazwinska and Chandrasekar 2025),
while an investigation by The Guardian has revealed that Al overviews generated in Google
search results that appear to be authoritative can be “dangerous” and “alarming” (Gregory
2026). The World Economic Forum additionally flags the potential future reduction of workforce
capability due to an over-reliance on Al as an emerging workplace risk (World Economic Forum
2026) while research by LLM-developer Anthropic points to the fact that over-reliance on Al
assistants may lead to a decline in professional skills (Shen and Tamkin 2026).
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c) Loss of control

In Al safety discourse, the concept of “loss of control” has previously been associated
with future existential risks related to the development of Artificial General Intelligence
(AGI) (Cent. Al Saf. 2023); the deployment of Al agents, which can independently perform
non-sequential tasks within complex systems, makes more localised and discrete
instances of loss of human control into a more immediately pressing issue. Bellogin et. al
(2025) note that agentic Al systems:

may self-optimize toward unintended goals because of misaligned or poorly
specified objectives. Failure modes include reward hacking, specification
gaming, and goal mis-generalization (pursuing objectives that differ from
the intended goal when faced with novel situations), which pose risks if left
unchecked. Agentic Al models often remain internally opaque, complicating
oversight even for their creators. This opacity complicates efforts to ensure
alignment with human values and accountability in Al systems.

In complex and safety-critical systems, the use of Al agents is considered by several
experts to require multi-stakeholder, dynamic, and continuous governance, however the
efficacy of such methods has not yet been robustly tested (Macapagal 2025; Government
Digital Service 2025; World Economic Forum 2024b).

d) Cybersecurity risks

In the literature reviewed, increased vulnerability to cybersecurity attacks is a recurrent
theme, with the UK Al Security Institute noting that “the same capabilities that could
automate valuable work or reduce administrative burdens are inherently dual-use: they
may also lower barriers for malicious actors” (Al Security Institute 2025).

Research by cybersecurity firm Darktrace shows that the “dual use” of Al, as both a
technology that can both improve security monitoring and create new vulnerabilities, is
front of mind for many security professionals, with 88% foreseeing that “Al cyberthreats
will continue to have an impact on my organization in the future” (Darktrace 2025).
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1.2 Case Studies

This section uses two case studies to demonstrate the complexity of the risk landscape
created by existing use and deployment of Al deployment in applied domains.

The purpose of this is not to offer a full survey of uses of Al in safety-critical systems or
across complex infrastructure, but to highlight useful “lessons learned”.

1.2.1 Transport: Autonomous Vehicles

Autonomous vehicles (AVs) are found in a range of settings, including public transport,
logistics, manufacturing, and private ownership. AVs rely on data that is labelled by
human workers (see Section 2, Worker Safety), often necessitate some degree of
human-robot collaboration for safe operation, draw upon opaque decision-making
systems, and increasingly make use of advanced and general purpose Al systems to
deliver improvements in capabilities. Developments in AV assurance over the last decade
demonstrate both the difficulties of accurate and replicable assurance methods and the
importance of international regulatory alignment, while the potential that increased AV
use will lead to overall higher emissions offers an example of the Al Safety Paradox.

Challenges of Assurance and Regulation

Trustworthy assurance for AVs is multi-modal and brings together cybersecurity,
transparency, robustness, and fairness, as well as a range of domain-specific
requirements including the regulation of automated lane-keeping systems and concerns
relating to both pre-sale assurance and continuous monitoring (Fernandez Llorca et

al. 2025). Transparent assurance is further complicated by the use of opaque and
proprietary Deep Neural Networks (Utesch et al. 2020).

AVs also create challenges for criminal negligence and liability: identifying who is
responsible and to what extent when an AV is involved in an accident or other illegal
incident, establishing whether users or operators have sufficient information to foresee
these failures, and the potential limits of genuine human control or oversight all rely upon
system transparency, which is not always a given (Giannini and Kwik 2023).
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Internationally, there is also a landscape of regulatory and legislative approaches.

While, for instance, territories including the EU, Japan, China, and Singapore have agreed
uniform type approval requirements for automated driving functions, the United States
continues to operate a self-certification model for manufacturers (UNECE 2017; NHTSA,
n.d.; UNECE 2021). Broadly, there is agreement on the need for multi-modal safety
validation that combines simulation, controlled testing, real-world validation, and ongoing
operational monitoring, but enforcement of this regimen is uneven.

This lack of international alignment creates the conditions for a safety gap in which
different standards are applied to AVs than to other high-risk Al systems, and also fails
to establish a precedent for other kinds of human-robot collaboration. Dunphy (2024)
posits that this novel complexity makes the regulation of AVs a “wicked problem” that
requires collaborative and adaptive governance.

Public opinion

AVs have a more tangible public profile than many other kinds of automation in critical
systems. To date, autonomous taxis have had a key role in shaping public opinion on AVs,
with a study by Park et al. (2025) showing that an overall high-level of public concern
about high-risk use cases was tempered by the utility of increased convenience and
affordability (see below, The Rebound Effect). Qualitative research by Liu et al. (2025)
shows that visible safety features are important factors in passenger trust, while

earlier public research in China (Liu et al. 2018) highlights the importance of “perceived
improvements in traffic efficiency — such as reduced congestion, shorter travel times,
and enhanced travel experiences” in creating public approval.

Meanwhile, in the US, high-profile accidents have served to impact trust levels

with specific manufacturers (Contreras 2025). For example, the safety record of

AV manufacturer Tesla has led to the US National Highways and Transport Safety
Administration (NHTSA) opening an investigation covering 2.88 million Tesla vehicles
after receiving 58 reports of traffic safety violations (O’Kane 2025). This was followed
by a ruling by a California administrative law December 2025 that Tesla’s use of “Full
Self-Driving” (FSD) is “unambiguously false and counterfactual” and that “Autopilot”
represents an “unlawful tradition of intentionally using ambiguity to mislead consumers
while maintaining some level of deniability” (Dow 2025). A survey of 8000 American
consumers found that “48% of consumers believe Tesla’s FSD technology should be illegal,
and [that] FSD puts off more potential Tesla purchasers than it attracts by more than
two-to-one” (EVIR 2025).
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The Rebound Effect

The “rebound effect” of autonomous vehicles refers to the phenomenon where efficiency
gains from AV technology paradoxically lead to increased vehicle miles traveled (VMT),
due to the increased ease and decreased cost of travel. Research reveals a consistent
positive rebound effect where improved fuel efficiency (0—40%) and lower travel time
costs (up to 45%) increase VMT, partially offsetting expected energy savings, with rural
households exhibiting more substantial rebound effects due to longer travel distances
(Letmathe and Paegert 2025; Ahn et al. 2025; Massar et al. 2021).

When examining the entire life cycle, autonomous electric vehicles might emit 8% more
greenhouse gas emissions on average compared to non-autonomous electric vehicles
due to these effects, demonstrating that without proactive policies, widespread AV
adoption is likely to induce a rise in VMT (Onat et al. 2023).

Conclusions

The safe adoption of AVs relies not only on accurate assurance but on the development
of holistic policy measures that relate to their use and deployment, as well continuous
safety monitoring and assessment. AVs differ from some other uses of Al discussed
here in that they are not only used in industrial and infrastructural settings but are also
used by private individuals, public bodies, and businesses for day-to-day transport and
service delivery; this general-purpose use sets a higher bar for complexity and safety
than is needed in some other cyberphysical systems, but it also provides a useful basis
for considering complex future scenarios for other kinds of automation. Even in territories
with established regulatory guardrails, the development of AVs does not proceed on an
established on a “safety-by-design” basis, meaning that accurate assurance and safety
testing will not be a given in any further new developments.



24 Lloyd's Register Foundation

1.2.2 Case Study: Financial Services

The use of Al across the financial services sector creates significantly improved fraud
detection and predictive analytics capabilities, while also giving rise to new privacy and
security concerns and increased potential for biased automated decisions that deepen
social divisions and create new kinds of social and economic exclusion (Eubanks 2017;
O'Neill 2017). Externally, the use of Al tools by bad actors creates new security
vulnerabilities for both individuals and institutions (Bank of England 2025), while the
impacts of Al-powered systems and tools across the financial services sector offers an
example of both the kind of trade-offs that take place in new technology adoption and
the new threat surfaces that arise through adoption elsewhere.

Uses of Al systems

Al systems have a number of uses across the financial services sector including risk
management, high-speed stock-market trading, credit evaluation, fraud protection,
and customer-service delivery. These tools are often developed outside of the financial
sector, with the Bank of England flagging the risk of dependency on a small number of
providers (2025).

Examples of improved Al-driven capabilities include improved detection of major
network failures across financial macro-systems (Ren et al. 2021); effective prediction of
unexpected financial business events (Liu 2025); and the Adjusted Gross Granular Model,
developed as a tool to predict microfinance institution failures in Low and Middle-Income
Countries, enabling regulators to take early action against financial instability in
susceptible communities (Garcia-Lopez et al. 2025).

Additionally, Sharma and Priya (2025) demonstrate how Al-based FinTech systems can
contribute to improved access to financial-management skills and services for digitally
included people in North India, but — showing the paradoxical nature of Al systems

— use of these tools also creates a competing risk of introducing algorithmic bias in
risk-management and decision-making systems. In the UK, a review by the Financial
Conduct Authority identified several sources of bias in supervised machine learning
across the financial services sector, leading to unfair or discriminatory outcomes for
people from protected or vulnerable groups (Bogiatzis-Gibbons et al. 2024).
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New vulnerabilities and new safeguards

Financial services are vulnerable to the hostile use of Al tools by bad actors to create
both systemic, large-scale vulnerabilities and targeted instances of fraud and deception.
Saha et al (2025) highlight the extent to which Al is being used to infiltrate financial
systems and perpetrate consumer fraud, with generative Al being used for phishing,
deepfake fraud, and adversarial attacks; in the UK, Cifas note that reported cases of
financial fraud rose by 50,000 in 2025, with the easy availability of Al services and
“fraud toolkits” noted as a key enabler (Cifas 2025). In the first half of 2025, the United
States, United Kingdom, and Canada were the countries most exposed to data breaches,
with high-impact cybersecurity attacks creating privacy risks for regulators, financial
institutions, and millions of customers (Experian 2026).

New governance needs

Overall, the use of Al systems creates new governance pressures: in Australia research
indicates that licensees are adopting Al technologies faster than they are updating their
risk and compliance frameworks (Australian Securities and Investments Commission
2024). Across Asia-Pacific, 98% of financial institutions have had to increase their
compliance and anti-fraud operations, at an overall cost $45 billion, in response to
estimated losses of $688 billion (Allianz 2026; Thapar 2025).

Conclusions

The use of Al systems both inside the financial services sector and by bad actors outside
of the sector shows the wide range of potential impacts within complex data-driven
systems. Within organisations, Al creates the safety paradox observed throughout in

this literature review, improving safety capabilities while simultaneously creating new
risks; externally, use of Al systems create new critical vulnerabilities, which are often met
with internal deployments of Al that improve monitoring and protection. Overall this is a
circular model of impact that demonstrates the range of interconnected threat surfaces
that complex, data-rich systems are subject to. Separately, the potential societal harms
of biased and faulty decision making in financial systems mirror deployment issues of Al
systems in domains such as justice and welfare (‘Royal Commission into the Robodebt
Scheme’ 2023; Guo, 2025.; Adams Bhatti 2025), pointing to failures in system design and
assurance practices across the supply chain.
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1.4 Conclusions

While Al technologies deliver measurable improvements in efficiency, safety monitoring,
and predictive capability across critical infrastructure systems, they also introduce new
failure modes, vulnerabilities, and governance challenges that are often poorly understood
and unevenly regulated.

The generic risks outlined above — biased and incomplete training data, hallucinations
and Al-generated errors, loss of human control in agentic systems, and expanded
cybersecurity attack surfaces — are well-established in the literature but are not

always visible at the point of purchase or deployment, and can be compounded by the
complexity and interconnectedness of infrastructural systems. For instance, in transport,
the challenges of assurance, liability, and international regulatory alignment coexist with
impacts on public trust and rebound effects that undermine the environmental case for
adoption; in financial services, Al-driven improvements in fraud detection and predictive
analytics are counterbalanced by Al-enabled threats from external actors, creating a
circular dynamic in which the technology is both the problem and the proposed solution.
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2. Worker Safety

A significant cluster of research addresses the human dimensions of Al adoption,
showing that Al safety extends beyond technical systems to organisational and worker
wellbeing. Worker safety is another paradoxical issue: while in some instances the use
of Al systems can reduce physical harm, the production of these systems can also
entail exploitative working conditions and their deployment can lead in some cases to
increased physical risk or rising worker stress and low-workplace satisfaction, giving
rise to numerous societal, psychological, and economic risks.

The literature emphasises that safe Al adoption requires attention to worker rights and
safety protocols, worker transition support and reskilling opportunities, and equitable
labour market policy (Abeliansky and Beulmann 2019; Peng et al. 2025; Adriana 2024;
Nelson et al. 2023; Khurram et al. 2025). Additionally, as detailed in Section 1: Critical
Infrastructure, there is also emergent potential for Al-generated errors to create new
kinds of workplace harms.
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2.1 Human—Robot Collaboration

Globally, robotics are used to tackle productivity, safety, and labour-shortage issues in a
range of industries including construction, manufacturing, and hospitality, and are often
used for high-risk, physically intensive tasks. Use of robotics produces considerable
physical safety benefits to human workers by preventing traumatic injuries, minimising
the adverse health effects of hazardous conditions and repetitive physical actions, and
reducing safety issues that arise from human error. However, emerging findings show that
human-robot collaboration can also introduce new workplace and mental-health risks
for workers.

China is the world’s largest user of workplace robotics. Collaborative robots (also

called “cobots”) support human staff by handling repetitive, physically demanding
tasks and their use has improved the physical safety of workers in heavy industrial
contexts and created new employment opportunities for “cobot operators”. Meanwhile,
small-to-medium enterprises responsible for over 60% of GDP and 80% of urban
employment in China are making increasing use of cobots to compensate for human
labour shortages (Gihleb et al. 2022; The State Council Information Office, People’s
Republic of China 2025).

Robot exposure is, however, also correlated with increased mental stress. Studies on the
influence of robot adoption on the mental health of the Chinese working-age population
show that the deployment of robotics can increase depression and anxiety for workers,
with notable impacts on male workers who are concerned about their current and
future income and employment opportunities (Zou and Chen 2025, Liu et al. 2024).
These findings are supported by studies on workers' mental health in the US which show
that robot penetration leads to considerable increases in drug or alcohol-related deaths
and other mental health problems, including anxiety. In Germany, however, there is some
evidence that an overall increase in labour-market and retraining opportunities has
lessened the mental-health impacts of robotic deployments for some workers, although
these concerns remained high among those who considered their skillsets to be “at risk”
(Abeliansky and Beulmann 2019; Gihleb et al. 2022).
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In complex working environments such as construction there is evidence that specific
new physical risks can arise because of the inability of robotic systems to handle dynamic
workplaces; this unpredictability necessitates additional worker training, site safety
protocols, and ergonomic design (Peng et al, 2025). Unlike factory-oriented industries,
most construction robots operate in close proximity to workers. Moreover, design
considerations in the programming of construction robots can be extremely complicated
due to the presence of various large or significant entities (such as equipment, material,
or people) in frequently reconfigured working conditions, and while mitigations for this
are possible, their effective deployment requires a high-degree of accurate human
monitoring and surveillance to be effective.

Additionally, the physical and psychological uncertainty that arises from human
collaboration with robots in complex settings also gives rise to increased levels of
human stress, with evidence that “following” a robot in the workplace is a high-intensity
human task that in turn reduces the levels of interest and satisfaction to be gained from
employment (Liu 2023; Simone et al. 2022). A “robot-first” approach to human-robot
collaboration can also lead to an overall degradation in working conditions, including
increased noise and unpleasant lighting conditions. In workplaces that rely on low-skilled
labour, there is evidence that a focus on efficiency can also lead to the normalisation of
severely reduced quality working conditions. For instance, in corporate retail warehouses
where robot “pickers” take the lead, there are numerous reports from India, the US,

and the UK of human working conditions being deprioritised in favour of productivity
measures, leading to a removal of basic dignities such as bathroom breaks and the
increased likelihood of repetitive and other physical injuries (OSHA, 2023.; Bloodworth
2019; Banerji 2021). Additionally, increased workplace monitoring may increase stress for
workers, with UK trade union representatives speaking to the “dehumanising effect” of
invasive tracking and related unfair disciplinary measures that some logistics workers now
experience, currently without recourse to legal challenge (Labour Res. Dep. 2025).

While these impacts may be discrete, automation-induced mental health issues also

have societal and economic impacts, with low workplace morale leading to higher staff
turnover rates, increased absenteeism, and lower productivity (Ali, 2015). In addition to
decreased levels of personal satisfaction, which may be a factor in broader societal unrest
and decreasing societal trust, Gallup’s 2023 report State of the Global Workplace shows
disengaged workers cost $8.8 trillion in lost productivity (Gallup, 2023).
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2.2 Ghost Work: Data Labelling, Content Moderation, and
“Automated” Decisions

Al requires significant quantities of labelled, categorised, moderated, and annotated

data. Due to the low transparency of many Al models, the provenance of underlying data
sets is often uncertain or unknown. As such, automated processes built on top of LLMs

or Foundation Models may draw upon data from an unknown range of sources, meaning
that provenance can be difficult, or sometimes impossible, to ascertain (Zewe 2024).

This lack of transparency means that organisations procuring or implementing Al-enabled
tools and services are likely to have little visibility over the workers who have shaped the
underlying data sets.

Investigations by academics, journalists, and civil society organisations have shown that
human labour is often central to the creation of data-driven services and high-quality
structured data sets, but it is not always visible to the end-user or purchaser, reduced
to the status of “Ghost Work” (Gray and Suri, 2019). Computer vision, for instance, is
frequently augmented or made possible by human labelling. In the case of data for
autonomous vehicles, this labour includes detailed and repetitive tasks such as creating
2D and 3D bounding boxes around objects including vehicles and pedestrians; labelling
every pixel in an image to identify drivable surfaces, lanes, and road boundaries; tracing
lane markings and marking specific object features to help the vehicle navigate and
predict movement; and labelling 3D maps from LiDAR sensors for precise distance
measurements (Macgence, n.d.). Investigations into these industries have uncovered
social and environmental concerns regarding working conditions of the Al workforce in
countries including the USA, Mexico, the Philippines, India, and Kenya. Meanwhile some
innovations that appear to be fully automated are almost entirely people powered: for
instance Amazon's “Just Walk Out” technology, which enables frictionless shopping
experiences, is delivered by a team of 1000 human workers in India who manually review
the majority of transactions (Bitter, 2024).
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Human data labelling has been commonplace since Amazon Mechanical Turk (also
known as mTurk) launched in 2005 as a crowdsourcing marketplace to distribute
“human intelligence tasks” to a globally dispersed network of remote workers. Named
after an 18th-century chess automaton that concealed a human operator, the platform
exemplifies how Al development relies on human labour: workers earn a median wage of
approximately $2 per hour to complete tasks such as transcribing audio and labelling
images. While mTurk has become crucial infrastructure for machine learning — workers
build and label the training datasets that enable Al systems to learn — the platform

has also become a case study in labour exploitation, with workers depersonalised
through numeric anonymity and lack of meaningful communication with task requesters
(Schwartz 2019).

In 2019, Gray and Suri estimated that at least 8% of American workers had participated
in the data-driven “ghost economy”, often working with few benefits or protections
and usually earning less than legal minimums for traditional work (Gray and Suri 2019).
Sarah T. Roberts’ ethnographic study of global social-media content moderators sets
out how the escalating volumes of global social-media content have given rise to US
companies outsourcing low-paid, high-stress data cleaning and moderation tasks

to workers in Low and Middle Income countries including Mexico and the Philippines,
where workers occupy “colonies of exploitation”, often with no or few psychological or
employment protections and no mechanisms for redress (Roberts 2019).

More recent research by human rights and labour organisation Equidem, based on

13 interviews with data labellers and content moderators across several countries, exposes
the extreme occupational, psychological, sexual, and economic harms faced by those
moderating violent content and training Al models for major Silicon Valley platforms. The
report documents mental-health abuses and violations of international labour standards,
including International Labour Organisation (ILO) protections on fair wages, the right to
unionise, and safeguards against forced labour (Scroll. Click. Suffer, 2025)

A number of Chinese technology companies operate data labelling practices in Kenya,
hiring workers through informal networks of WhatsApp groups and paying as little as
$5.42 per day for up to 12 hours of work. These working practices prioritise speed and
reduced costs over wellbeing, and workers have no formal contracts, minimal labour
protections, and no knowledge of which companies employ them, a model that critics
describe as “digital colonialism”. Kenya's high youth unemployment rate (67% as of July
2025) and weak labour protections make it an attractive hub for international employers;
however, the Kenyan government is currently drafting regulations to protect vulnerable
workers (Dosunmu and Waithira 2025).
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2.3 Conclusions

Across the full spectrum of Al deployment, the benefits of automation are uneven,
with increased safety for some workers and consumers being underwritten by physical,
psychological, and economic harms to others.

In instances of human-robot collaboration, the potential for reduced physical risk
coexists with documented increases in worker stress, anxiety, and degraded working
conditions, particularly where efficiency-driven “robot-first” approaches deprioritise
human dignity and wellbeing. These impacts are not merely individual but carry
measurable societal and economic costs, from increased substance abuse and mental
health crises to financial losses caused by workforce disengagement.

Meanwhile, the global infrastructure of data labelling and content moderation that
underpins Al development relies on a largely invisible workforce operating under
conditions that frequently violate international labour standards, with workers in Low and
Middle-Income Countries disproportionately bearing the psychological and economic
costs of training systems from which they derive little benefit. The opacity of Al supply
chains compounds these harms by obscuring the human labour embedded within
ostensibly automated systems, making it difficult for procuring organisations to exercise
due diligence and for regulators to enforce protections. These findings point to the
need for governance and assurance frameworks that integrate worker rights, supply
chain transparency, and labour market protections as core components of responsible
Al adoption. Without such measures, the expansion of Al systems will entrench a model
of development in which safety gains for end users are systematically subsidised by
the exploitation and diminished wellbeing of the workers who build, train, and operate
alongside these technologies.
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3. Environmental Safety

The rapid expansion of Al technologies presents yet another paradox — this time for
environmental sustainability and ecological protection. While Al can offer powerful
tools for addressing climate change and environmental monitoring, its deployment
simultaneously introduces significant environmental risks through resource extraction
and ecosystem disruption.

The environmental impacts of Al are distributed across the Al supply chain and include
rare-earth minerals mining, chip manufacturing, the building of data centres, and energy
and water use related to data storage, training and inference, and the disposal of e-waste
(UNEP 2024). These impacts are generated through significantly different processes, are
spatially disaggregated, and take place across different national regulatory regimes, so
there is no universally accepted assessment framework and no standard for end-to-end
impact measurement.

The intersection of Al and climate change has received increasing attention from
researchers and policymakers in recent years. The UN Environmental Protection Agency
and International Science Council's “Global foresight report on potential environmental
impacts of Al" (2024) provides systematic assessment of environmental risks that

are likely to accelerate significantly without policy intervention. Meanwhile, there is

a growing movement of global organisations working to address Al's environmental
impacts through practical actions and policy influencing (Green Screen Coalition et al.
2025). These remedies include investigations into imposing limits on the extent of Al
development and the development of alternative methods, including small language
models, on-device learning, open-weight models and Frugal Al (High-Level Summary
of the Al Act | EU Artificial Intelligence Act, n.d.; Varoquaux et al. 2025; Willison, n.d.;
Gandikota 2025; Mozilla.ai 2025).

COMPUTING OUTPUTS AND
HARDWARE INFRASTRUCTURE DATA MODELS DEPLOYMENTS

Figure 2 — Components of the Al supply chain with significant environmental impact
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Although there is growing public awareness of the local environmental impacts of data
centres in the US (see Section 3.2), the environmental impacts of Al development and
deployment are disproportionately experienced in Low and Middle-Income Countries
countries (see Sections 3.1, 3.3). Critiques of this analyse how existing governance
frameworks can often reinforce global inequalities (UNEP 2024, Regattieri 2025),

with more recent scholarship emphasising the importance of participatory governance
and sociotechnical measurement frameworks (see Sections 3.4, 3.5). At the heart of
environmental governance for Al is a tension between economic assessments that favour
industrial outcomes for High Income Countries and more holistic assessments that
prioritise the needs of indigenous communities and of Low and Middle-Income Countries.

3.1 Material Extraction

Al systems depend on rare earth elements, lithium, cobalt, and other critical minerals
essential for hardware manufacturing. Securing critical materials for Al infrastructure is
becoming a central geopolitical concern, and there are both economic and environmental
implications as nations compete for access to limited mineral resources (Howey, 2023),
with national industrial policy frameworks that promote Al frequently taking priority over
environmental protections (Al Now Institute, 2024).

The extraction of minerals is associated with environmental damage including habitat
destruction, water pollution, and biodiversity loss (Garofalo et al., 2025), and current
approaches to securing materials for Al may accelerate global environmental destruction
as High-Income Countries extract materials from LMICs (FERN, 2023). Lithium mining,
which is marketed as essential for green technologies, creates particular harm in
water-scarce regions: for instance, in Chile’s Puna de Atacama, it has led to downstream
exposure to chemicals for local communities, with significant negative outcomes for
people’s health and livelihoods (Blair et al., 2023). This highlights the inherent tension
between pursuing “green” Al technologies and the environmental costs of acquiring

the materials necessary to build them. Meanwhile McQue et al. (2025) address how
“global critical minerals” affect Al development pathways and environmental outcomes.
This research documents the resource constraints that will increasingly limit Al expansion
if environmental externalities continue to be ignored.
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3.2 Energy Consumption and Carbon Footprint

Geographic variation in environmental impacts reflects differences in electricity grid
composition, cooling requirements related to climate zones, and varying levels of
environmental regulation across jurisdictions. Some data centre locations in cooler
climates benefit from lower cooling energy demands, while those in warmer regions face
elevated environmental costs. This geographic variation suggests that environmental
impacts of Al deployment are not uniformly distributed, with certain regions bearing
disproportionate environmental burdens from hosting global Al infrastructure.

Large-scale Al systems, particularly LLMs and the data centres that train and run these
models, consume significant amounts of electricity. Reporting by NPR (Kerr 2024)
highlights significant increases in the carbon footprints of both Google and Microsoft
related to the use of Al, with Google reporting that:

In 2023, our total GHG emissions were 14.3 million tCO2e, representing a 13%
year-overyear increase and a 48% increase compared to our 2019 target base year.

This result was primarily due to increases in data center energy consumption and supply
chain emissions. As we further integrate Al into our products, reducing emissions may be
challenging due to increasing energy demands from the greater intensity of Al compute,
and the emissions associated with the expected increases in our technical infrastructure
investment. (Google 2024)

This energy demand directly translates into greenhouse gas emissions, particularly in
regions where electricity generation relies on fossil fuels. Overall, the Al boom means
that “the climate footprint of the cloud is growing when it should be shrinking” as more
physical infrastructure is built out (Walton et al., 2024). This can affect local residents

in a number of ways, including increased electricity bills and intense pressure on the
electricity grid, leading in some cases to power cuts and instability of the local electricity
supply (Gooding 2025, O'Neill 2025).

Advanced and general purpose Al technologies such as transformer-based LLMs, deep
learning systems, and generative Al applications typically require orders of magnitude
more electricity than traditional software, particularly when deployed for high-throughput
applications. Some estimates suggest that Al-driven solutions consume 10-15 times
more energy than conventional approaches to similar tasks, raising questions about

the environmental cost-benefit analysis of Al adoption in energy-intensive sectors
(Bashir et al. 2024).
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Much of the literature points to the fact that there is insufficient transparency from

Al companies regarding their energy use, a problem exacerbated by the fact that the
majority of Al research now takes place within technology companies, where findings are
subject to corporate publication policies (Eastwood 2023). This lack of accurate data
has led to public disagreements between leading figures in Al over the accuracy and
availability of environmental and water-use data (Taft 2025). While there is not consistent
global monitoring, some patterns are beginning to emerge: globally, 43% of data centres
operate in areas of high water stress, with India and Australia particularly exposed
(Standard and Poor Global 2025). Our literature search also highlighted a growing body
of news coverage relating to the localised impacts on potable water of data centre
construction and operation. For example, in the US, in 2022 a public water emergency
was declared in Morrow County, Oregon after recirculated water used by hyperscale data
centres was shown to be polluted, while in Mansfield, Georgia the operation of a 50-acre
data centre increased water use by 200 million gallons per year, with nearby residents
suffering severe contamination of water wells and low water pressure (Cooper 2025;
Steingraber et al. 2025). In Aragon in Spain, water used by three planned data centres

is forecast to use 755,720 cubic metres of water annually, enough to irrigate more than
570 acres of farmland. With 75% of Spain at risk of desertification, the combination of
climate change and data centre expansion has led the campaign group Tu Nube Seca

Mi Rio (“Your cloud is drying my river”) to call for a moratorium on new data centres
(SourceMaterial 2025; Abdullahi 2025).

O'Donnell and Crownhart (2025) have conducted empirical analysis of Al's energy
footprint, providing detailed calculations of the electricity required for training and
deploying Al models at scale. Their research shows that, while individual Al queries use
modest amounts of electricity — ranging from 114 joules for small text models to over
3 million joules for high-quality video generation — the massive scale of deployment,
combined with insufficient industry transparency, poses significant climate concerns,
and restrains accurate forward planning. O'Donnell and Crownhart's research indicates
that 80%—90% of Al's energy use takes place during inference, when models make
predictions, rather than in training, and so energy use is likely to increase as adoption
continues. (On this, see also UNEP 2024, which notes that “Numerous institutions and
research groups are working to develop Al frameworks that minimize the use of training
data and optimize model operation during the inference stage to reduce compute and
storage needs and address sustainability goals.”).
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In some regions across the United States, the impacts of data centres have become
politically charged, with local residents campaigning against their construction and
ongoing operation. The establishment of the xAl supercomputer Colossus in Memphis,
Tennessee in 2024 has been a case in point: operating 33 methane-powered gas
turbines, local campaign groups estimate that the supercomputer’s operation has
increased smog in the city by 30-60%. As Brabenec (2025) points out, Colossus is,
“located in a poor, predominantly Black Memphis community with historically high rates
of pollution-related illness and disproportionate rates of industrial pollutants.” (See
also Southern Environmental Law Center 2025). Writing for environmental magazine
Heatmap in early 2026, Holzman estimates that at least 25 data centre projects were
cancelled in the US due to community action in the previous year, with almost 100 more
proposed building projects facing opposition.

O'Neill (2025) outlines the challenge for Ireland, where the data centre sector contributes
€7.3 billion to the economy and consumes 21% of the country's electricity, a figure
projected to rise to 32% by 2026. This surge in demand threatens to create supply
shortfalls and grid strain, particularly in Dublin, and to exceed Ireland'’s legally binding carbon
budgets, potentially by 77-114 million tonnes of CO: equivalent in the period 2026-2030.
The Irish Commission for Regulation Utilities has established new connection policies
requiring data centres to source 80% of power from renewable energy sources and provide
on-site storage or generation capacity, while broader infrastructure investments aim to
support renewable energy deployment, electrification, and circular economy initiatives like
waste heat recovery for district heating networks. This challenge of balancing economic,
environmental, and regulatory demands is being experienced in other European countries,
and could ultimately lead to a significant slow down in roll-out and development.
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3.3 Sustainable Al Development and Environmental Justice

The concept of “sustainable Al” has emerged as researchers attempt to develop Al
systems that minimise environmental impact while delivering utility. Van Wynsberghe
(2021) proposes frameworks for ensuring that Al development and deployment align with
sustainability principles and argues for fundamental rethinking of how Al systems are
designed, trained, and deployed to reduce environmental footprints while maintaining
beneficial applications. Raman et al. (2024) note that a wide-variety of practices make up
publications in the wider field of “green and sustainable” Al, identifying three significant
clusters: advances in Green Al for energy optimisation; responsible Al for sustainable
development; and big-data driven computational advances. This lack of clarity on the
meaning of the term “sustainable Al” may present a barrier to its future achievement.

The ongoing debate over whether Al can be a tool for attaining the Sustainable
Development Goals hinges on whether new and effective methods for developing
“sustainable Al” can become a reality (Hilliger et al. 2025). Research on digital
technologies and climate resilience indicates that, while Al may enhance climate
adaptation in some applications, the net environmental benefit depends heavily on the
energy sources powering Al infrastructure, and the specific use cases being supported.
In regions relying on fossil fuel-based electricity generation, the environmental costs

of Al deployment may offset or exceed the climate benefits of the systems themselves
(Argyroudis et al., 2022). Multistakeholder work by the Green Screen Coalition (2025)
offers concrete policy recommendations for constraining Al development within planetary
boundaries, recommending limits are imposed on Al deployment.

Reporting from the 2025 United Nations Climate Change Conference (known as Cop30)
in November 2025, Oliver Milman explored the differing views of attendees, capturing

in broad terms the two sides of the Al and environmental safety argument. While some
interviewees saw Al use as a frippery that is largely “guzzling energy for slop content”,
others expressed hope that Al technologies might lead to breakthroughs in essential
capabilities such as more accurate weather forecasting, pointing to the launch of

the UN Al Climate Institute, “a new global initiative aimed at fostering Al ‘as a tool of
empowerment’ in developing countries to help them tackle environmental problems”.
However, the literature indicates that poor international governance creates a barrier to
Al becoming a reliable tool for delivering climate justice, with Lehuedé (2022) highlighting
how Al infrastructure development frequently occurs without proper consideration of
impacts on indigenous territories and lands managed by local communities.
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Climate positive uses of Al include environmental monitoring and climate science across
weather and climate forecasting; disaster prevention and early warning; tracking and
reducing pollution; carbon neutrality and clean energy; fashion industry sustainability;
and implementation in agricultural and food systems. Many of these systems are still in
development, although some are actively in use on the ground: for example, the MyAnga
app sends precision weather forecasts to Kenyan pastoralists, enabling herders to plan
ahead and can save time looking for green pastures (UN 2025).

3.4 Environmental Impact Assessment and Measurement

The literature indicates that environmental impact assessments need to expand beyond
carbon emissions and energy and water use to include other societal and environmental
impacts across the Al lifecycle.

Kneese (2024) identifies methodological limitations in how environmental impacts

of Al are currently quantified and proposes the inclusion of empirical studies that
measure and develop standards, while Dominguez Hernandez et al. (2024) propose
frameworks for understanding how Al affects multiple levels of environmental systems
simultaneously, including individual behavioral impacts, social-level consequences, and
biospheric effects.

Additionally, Nonnecke and Dawson (2022) address “Human rights impact assessments
for Al”, proposing that human rights frameworks can be extended to address
environmental impacts, with the concept of “environmental rights” serving as a foundation
for protecting ecosystems from Al-related damage. Hosseini et al. (2025) propose that
generative Al should be evaluated through integrated social-environmental frameworks
that assess impacts on vulnerable communities and ecosystems simultaneously.
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3.5 Conclusions

The environmental impacts of Al development and deployment represent the clearest
illustration of the Al safety paradox: a technology promoted as a tool for addressing
climate change and environmental degradation is simultaneously accelerating both.

Across the Al supply chain environmental costs are substantial, unevenly distributed, and
insufficiently measured. The evidence shows that these burdens fall disproportionately
on Low and Middle-Income Countries and on marginalised communities, whether through
mineral extraction that destroys habitats and contaminates water sources, or through
the siting of energy-intensive infrastructure in areas already subject to environmental
stress and pollution-related iliness. The lack of industry transparency on energy and
water consumption, combined with the absence of standardised end-to-end impact
measurement, means that policymakers nor affected communities currently have the
information necessary to make informed decisions about Al infrastructure.

While work is underway on alternative models including sustainable Al frameworks,
Frugal computing approaches, and climate-positive applications, the literature suggests
that these efforts remain marginal relative to the scale and pace of expansion driven by
commercial imperatives. Crucially, the concept of “sustainable Al" itself lacks definitional
clarity, and the net environmental benefit of Al deployment depends on variables,
including energy source, geographic context, and specific use case, that are rarely
assessed holistically.

Growing community opposition to data centres in the US and Europe, alongside legal
challenges in countries including Chile and Spain, indicates that the social licence for
unchecked Al infrastructure expansion is narrowing. Taken together, this points to the
need for good governance, with a growing movement for imposing enforceable limits

on Al's environmental footprint. Additionally, the literature points to a need for full
lifecycle impact assessments that centre the rights of affected communities, particularly
indigenous peoples and those in climate-vulnerable regions, and address the structural
inequalities created by Al deployments.
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4. Al Governance and
Regulatory Frameworks

This section does not give a thorough overview of international legislative frameworks,
but explores whether the issues raised elsewhere in the literature review — including the
need for a sociotechnical approach to the Al safety paradox and the lack of transparency
across the Al supply chain — are resolved through current approaches.

4.1 The Need for Multi-Modal Regulatory Alignment

Over the last decade, the tension between the pace of legislative progress and the

speed of technological development has been frequently mooted as the most significant
sticking point for Al regulation (Greenstein and Zamboni 2025; Wheeler 2023; Zaidan and
lorahim 2024). However, rapidly splintering international approaches and geopolitical
tensions have more recently come to the fore, suggesting that a globally fragmented
regulatory landscape (perhaps along the lines of the “Four Internets” described by

O’Hara and Hall in 2021) may be the most decisive point of friction in coming years.

These regulatory frictions have also seen the rise of self-regulatory mechanisms, including
the growth of industry-specific Al assurance as a discipline.

The pace of development in advanced and general purpose Al in the first half of the
2020s tends to also suggest that competition — geopolitically, between the United
States and China and between individual firms (Hao 2025; Vieira 2025) — has a profound
effect on the cadence at which products are released to the market. Additionally, the
perspective of individual investors and investment firms shapes the availability of capital
and infrastructural investment (Kariuki 2025). As such, multiple aspects of alignment

— political, economic, and technical — are needed between influential territories to
meaningfully shape the safe release of advanced and general purpose Al-driven products
and services to market.
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4.2 EU Focus

The European Union’s Artificial Intelligence Act takes a safety-first approach, requiring
pre-deployment testing and human oversight for high-risk applications and providing

a voluntary Code of Practice for general purpose Al which, at the time of writing, has
been co-signed by 28 Al development companies (Article 60; Article 26; European
Commission, 2025). Recital 55 also specifically addresses the use of Al in fields including
critical digital infrastructure management, road traffic control, and water, gas, heating and
electricity supply systems. Additionally, the Critical Entities Resilience (CER) Directive

is a standardised system for cybersecurity and critical entity protection across eleven
sectors. (DIRECTIVE (EU) 2022/2555 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 14 December 2022 on Measures for a High Common Level of Cybersecurity
across the Union, Amending Regulation (EU) 2022).

The 2025 Paris Al Action Summit appeared to mark a strategic pivot for the EU, with the
€200 billion InvestAl initiative showing a new focus on pursuing European Al sovereignty
and industrial competitiveness, including investment in “national champions” to reduce
dependence on US technology (Giambertoni 2025; Scott 2025; Hernandez 2025).

4.3 US Focus

The United States’ approach to Al regulation is characterised by an increasingly assertive
executive federal deregulatory agenda, a raft of voluntary frameworks, and a rapid
proliferation of state-level laws, leading to unevenness across the national regulatory
landscape (White & Case 2025; Baker Botts 2026; Congressional Research Service 2025).
The National Institute for Science and Technology (NIST) Al Risk Management Framework,
published in January 2023, provides a voluntary, non-sector-specific framework for
organisations to manage Al-related risks (NIST 2023) while the Department of Homeland
Security Framework offers voluntary guidance for Al supply chain responsibility

(US Department of Homeland Security 2024).

At the time of writing, the approach is shaped by a sequence of executive orders, with
most recent — “Ensuring a National Framework for Artificial Intelligence” (December

2025) — issued with the intention of creating a “minimally burdensome” unified regulatory
approach to sustain and enhance US global Al dominance (White House 2025; America'’s
Al Action Plan 2025; White House 2025a). Meanwhile, analysis of US Security and Exchange
Commission (SEC) Form 10-K filings demonstrates growing corporate acknowledgment of
Al-related risks, though disclosure practices remain inconsistent (Marin et al. 2025).
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4.4 China Focus

China's approach to Al regulation combines ambitious national industrial strategy with
increasingly granular, technology-specific regulation. The “New Generation Artificial
Intelligence Development Plan” (NAIDP), released in 2017, sets out China’s ambition to
become a global leader in Al by 2030, driven by substantial resource investment and
minimal regulation (Carnegie Endowment for International Peace 2025). The country aims
to achieve 70% Al penetration in key sectors by 2027 and 90% by 2030, with a vision of
building a fully Al-powered economy and society by 2035 (Li 2025).

China has also supplemented its regulations with an extensive standards infrastructure,
in line with the overall approach for specific regulatory frameworks. These include:

» The first version of the National Technical Committee 260 on Cybersecurity's Al
Safety Governance Framework (September 2024), which acknowledges that Al
“presents significant opportunities to the world while posing various risks and
challenges.” The Framework outlines principles for Al safety governance, classifies
anticipated risks, identifies technological measures to mitigate those risks, and
provides governance measures and safety guidelines (Tobey et al. 2024).

+ A National Information Security Standardisation Technical Committee consultation
on the “Artificial Intelligence Safety Standard System (V1.0)” (February 2025), with
the intention of establishing comprehensive safety guidelines for Al development
and application. Key areas of concern include model security, data privacy, bias
mitigation and the ethical deployment of Al systems (Global Legal Insights 2025)

* In April 2025, the State Administration for Market Regulation and the Standardisation
Administration jointly released three national standards: a Generative Al Data
Annotation Security Specification, a Security Specification for Pre-training and
Fine-tuning Data, and Basic Security Requirements for Generative Al Services (White
and Case LLP 2025).
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4.5 Conclusions

The three jurisdictional approaches outlined above reveal fundamentally divergent
regulatory attitudes and competing visions for Al's role in economic and societal
development. The EU pivot towards sovereignty-driven investment alongside its
safety-first regulatory framework operates on a different footing to the globally
competitive approaches of China and the US, while the underlying differences in technical
approaches speaks to a lack of alignment in granular, technical approaches.

This divergence poses significant challenges for the alignment needed to enable safe
advanced and general purpose Al deployment, particularly as competitive pressures
between nations and firms continue to accelerate product release cycles. Moreover, none
of these frameworks analysed for this literature review address the supply chain
transparency concerns addressed in sections 2 and 3, or fully embrace the need for a
sociotechnical understanding of Al impacts. While multistakeholder initiatives are in place,
the fundamentally differing nature of these underlying approaches speaks to the fact that
top-down, global regulatory alignment is unlikely to provide any short-term solutions for
the safe adoption of Al.
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5. Conclusion

The relationship between Al and safety is fundamentally paradoxical. In each domain
examined, Al systems simultaneously deliver measurable improvements and introduce
new, often poorly understood risks.

The Al safety paradox operates at multiple scales. In critical infrastructure, Al-driven
improvements in fault detection, fraud prevention, and predictive maintenance coexist
with new failure modes created by biased training data, hallucinations, loss of human
control in agentic systems, and expanded cybersecurity attack surfaces. In the
workplace, automation that reduces physical risk for some workers is underwritten by
the exploitation and psychological harm of others — from warehouse operatives whose
working conditions are degraded by robot-first efficiency models to data labellers

and content moderators in Low and Middle-Income Countries who bear the hidden
human costs of training Al systems. Environmentally, a technology promoted as a tool
for addressing climate change is accelerating resource extraction, energy consumption,
and ecological damage, with the burdens falling disproportionately on marginalised
communities and climate-vulnerable regions. In each case, the technology is positioned
as both the source of the problem and the proposed solution, creating circular dynamics
that resist straightforward resolution.

The literature does not present a straightforward solution to the Al safety paradox,
but points to a number of specific challenges:

1) The opacity of Al supply chains is a structural barrier to safety.

The lack of transparency over training data provenance, the invisibility of human
labour in ostensibly automated systems, and the absence of standardised
environmental impact measurement mean that organisations procuring or
deploying Al-enabled tools frequently lack the information necessary to conduct
meaningful risk assessment or due diligence. This opacity is not incidental; it is

a feature of commercial Al development, where proprietary systems, corporate
publication policies, and fragmented global supply chains combine to obscure the
full range of upstream and downstream impacts.
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2) Existing assurance and governance frameworks are insufficient to address
the sociotechnical complexity of Al safety.

The literature consistently shows that technically focussed assurance
methodologies fail to capture the broader societal, environmental, and labour
impacts that accompany Al deployment. Risk frameworks that treat Al safety as
a primarily technical problem miss the systemic effects documented across the
domains reviewed here: the rebound effects that undermine the environmental
case for autonomous vehicles, the mental health impacts of human—robot
collaboration, or the ways algorithmic bias in financial services deepen existing
social divisions. A sociotechnical approach that integrates technical, social,
environmental, and economic dimensions would improve safety assurance by
offering a more complete picture of the end-to-end impacts of adopting a
given system.

3) The international regulatory landscape is fragmented in ways that compound
rather than mitigate risk.

The fundamentally divergent approaches of the European Union, United States,
and China reflect competing visions of Al's role in economic and societal
development. None of the frameworks examined fully address supply chain
transparency, worker protections, or environmental justice, and the competitive
pressures between nations and firms continue to accelerate product release
cycles in ways that outpace regulatory capacity. Top-down global alignment
appears unlikely in the short term, suggesting that alternative mechanisms —
including sectoral standards, procurement requirements, and multi-stakeholder
governance initiatives — will need to play a more prominent role.



The Al Safety Paradox

47

4) The distribution of Al's costs and benefits is profoundly unequal.

Across every domain reviewed, the harms of Al development and deployment are
disproportionately borne by those with the least power to shape its trajectory:
workers in Low and Middle-Income Countries who label data and moderate
content under exploitative conditions; communities in climate-vulnerable regions
whose water sources are contaminated by mineral extraction or whose air

quality is degraded by data centre operations; and populations subject to biased
automated decision-making in domains such as finance, welfare, and justice.

The literature makes clear that Al safety cannot be meaningfully assessed without
attending to these distributional questions, and that governance frameworks which
fail to centre the rights of affected communities will entrench rather than address
existing inequalities.

5) The pressure to rapidly deploy emergent and untested technologies can
displace both governance and assurance.

The generic risks of general purpose Al identified in Section One of this

review are well-documented in the literature but mitigations for them are not
adequately addressed in testing frameworks or in the solutions available to
regulators, procurers, or affected communities. The growing body of evidence on
environmental, labour, and societal harms has not so far served to limit the scope
of GPAI development; as such, without the development of new technical models
or a pivot to a “safety-by-design” approach, the continued expansion of GPAI
systems will likely continue to generate safety deficits that are displaced onto the
most vulnerable.
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